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OVERVIEW
Good Data Management is critical for Water 
Quality programs from data collection to analysis 
to reporting from both a utility’s reporting and 
business needs.   

Key principles of good data management practices
state that data collection must be comprehensive, 
complete, and reliable.  

Our decisions rely on the data being Accurate, 
Legible, Contemporaneous, Original, and 
Attributable (ALCOA method).  

These practices apply to both the wastewater / 
drinking labs, plant operations, and field 
operations.  
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HOW DO WE MANAGE ALL OF OUR DATA?
How do we as drinking water / wastewater professionals effectively 

collect all of our data and put it into a usable format so decisions 
can be made for daily operations, monthly reports, budgets, as 
well as for troubleshooting and optimization?  Let’s bring all of 
those data sources into a central, secure, & legally defensible 

platform and let’s drive towards data driven decision! 

Let’s turn Water 
Quality Data into 

Information & 
Knowledge!!!!
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SOURCES OF DATA

• Central Lab Data
• Operations Lab Data
• Commercial Lab Data
• Data from our Industries
• SCADA Data
• Field Data from our Samplers

Everyone needs to understand where the data comes from and how it is produced.  Understand 
sample locations, sample techniques, sample lines for process, analytical methods, etc.  Everyone 
also needs to understand the flow of the data and how it is viewed by many.  SOPs and Methods 
must be followed.

Bad Data In Means Bad Data Out!  Bad data is a waste of time & leads to bad decisions!
Let’s turn good data into knowledge and make informed decisions!
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Field and 
Lab Analysis / QC

Operations Process Engineering
Regulatory Compliance

TRADITIONAL “OVER THE WALL” BATCH PROCESSING

Let’s break these walls down!!!
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INTEGRATED APPROACH

6

Not one software solution can do it all = depends on your business needs. 

How do you integrate between your various solutions?

What does your integration schematic look?

Think about your solutions such as = 
SCADA                                        LIMS
WQ Data Management Mobile Data Collection 
GIS Power BI
CMMS / Assets                        Billing
Utility Cloud                             Industrial Pretreatment
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PRINCIPLES OF GOOD DATA MANAGEMENT PRACTICE

The Standard for Building Good Data Management

Data Collection Must Be:
–Comprehensive
–Complete
–Reliable
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PRINCIPLES OF GOOD DATA MANAGEMENT PRACTICE

What is ALCOA?

Decisions Rely on Data Being

–Accurate

– Legible

–Contemporaneous

–Original

–Attributable
World Health Organization (WHO) -

QAS/15.624 –

Paper addressing Data Management practices in 

Labs, Water, and Food & Drug environments.
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PRINCIPLES OF GOOD DATA MANAGEMENT PRACTICE –
FOR COMPUTERIZED SYSTEMS

• Designing and configuring computer systems and writing standard operating 
procedures (SOPs), as required, that enforce the saving of electronic data at the 
time of the activity and prior to proceeding to the next step of the sequence of 
events.

• Use of secure, time-stamped audit trails that independently record operator actions.

• Configuration settings that limit access to enhanced security rights, (such as the 
system administrator role that can be used to potentially turn off the audit trails or 
enable over-writing and deletion of data), only to persons independent of those 
responsible for the content of the electronic records.
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PRINCIPLES OF GOOD DATA MANAGEMENT PRACTICE –
FOR COMPUTERIZED SYSTEMS

• Configuration settings and SOPs, as required, to disable and prohibit the ability to 
overwrite data, including prohibiting overwriting of preliminary and intermediate 
processing of data.

• Strictly controlled configuration and use of data annotation tools in a manner that 
prevents data in display and prints from being obscured.

• Original = Source capture of data and all subsequent data required to fully 
reconstruct the conduct of the activity.
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PRINCIPLES OF GOOD DATA MANAGEMENT PRACTICE –
FOR COMPUTERIZED SYSTEMS

Attributable = 

Data captured is uniquely identifiable to Person, Computer, Other Electronic Source.  

Such as =

• Unique user logons that link the user to actions that create, modify or delete data; 
by ID, Time, and System

• Electronic signatures, (either biometric or non-biometric)

• Device Specific Source Recording – SCADA, Instrument, etc
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O.H.I.O PRINCIPLE
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ONLY
HANDLE
IT
ONCE!!!!!!!!
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ITEMS TO CONSIDER

Safety with Covid 19

Field Data Collection

Chain of Custody

Operators’ Lab Data Entry 

Lab Bench Sheets

Legally Defensible Data 

Audit Trail

Results Comments

QA/QC

Electronic Logbooks for Operations

Electronic Notebooks for Lab

Records Retention Policy

Backups

System Architecture
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RISK MITIGATION IN THIS COVID 19 WORLD
WHAT TOOLS ARE AVAILABLE TODAY & HOW IT HELPS MITIGATE RISK
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• Data Management – Manages ACCURATE data
– Capture field data remotely and digitally eliminating the need for paper logs and increasing accuracy of data
– Easily manage ALL data from SCADA, field and lab in one location eliminating duplicity of data and increased 

accuracy
– Easily perform calculations and trend and analyze data from ALL sources of data
– Create standard forms and reports that once created are available at the touch of button or can be scheduled
– Create event logs that can email alerts for upset conditions
– Create customized dashboards allowing the view of critical data at all times

• How does this help MITIGATE RISK with less available FTE?
– Is there any benefit in reducing the amount of time and FTE needed to collect and manage data?
– Is there any benefit in having your data automatically in an electronic, usable format?
– Is there any benefit to entering data ONLY ONCE and being able to generate desired reports at the touch of a 

button?
– Is there any benefit in being able to run linear regressions at the touch of a button on ALL data (process, lab, field) 

to solve systemic process issues?
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.

What is the Risk?  Which Would You Choose?

• No • No • Yes!
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FIELD SAMPLING SAFETY IS A BIG TOPIC OF DISCUSSION!

Data Management solutions offers risk mitigation to both Drinking Water and Wastewater Facilities. 

A goal is to reduce health risk touch points to COVID-19. 

Operators and Water Treaters may be exposed to higher risks when sharing clipboards (pen/paper) than 
compared to recording data on personal electronic devices.

CDC guidance suggests using alcohol-based wipes or sprays containing at least 70% alcohol to disinfect 
touch screens and to dry surfaces thoroughly. 

Personal smart phone/tablets are easy to clean reducing exposure to threats such as Covid-19.

These solutions can help with reducing workflow risks, error reductions, enhancing data visibility and 
offering data backup. 



SO LET’S GO PAPERLESS
WHAT DOES IT LOOK LIKE?

DATA ENTRY……………………………………..



AUTOMATE MANUAL PROCESSES
• Replace manual with software-based data gathering and info reporting

– Allows increased focus on “holistic” view
– Improves productivity
– Reduces errors
– Maximizes new workforce skills

• On-line reporting in many states

• Spend less time gathering and more time analyzing

• Frees up time for value-added work

• Efficiently drives collaborative analysis and decisions 
across business, enterprise, or ecosystem

Empowers the 
utility to do more 

with less and 
simplifies the task 
of providing state 

and federal 
regulators with 
the reports they 

need



DATA ENTRY AND REVIEW



BENCH SHEET



DATA LOG SHEET



DAILY DATA ENTRY – NOTE “ENTRY MIN & MAX” AND “DAILY LIMIT MIN & MAX”
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QA/QC VERIFICATIONS – SUMMERVILLE CPW
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Audit trails show 
who touched the 
data

Audit Trails



DOCUMENT RESULT COMMENTS



GATHER & ORGANIZE DATA FOR IMMEDIATE ACCESS & ANALYSIS FROM VARIOUS 
DATA SOURCES

Automated Data Entry:
• SCADA Interface
• LIMS Interface
• Mobile Interface
• CSV Import Interface
• Third Party Software Interfaces
• Interface from Lab Instruments
• Data from Contract Labs



FIELD DATA COLLECTION

Mobile data collection solutions help you make 
informed decisions faster by reducing data 
errors at the source of collection and providing
instant data availability.

• Reduce data errors at the source
of collection

• Make informed decisions with instant
data availability

• Available anytime, anywhere
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WASTEWATER

Let’s look at several case studies where Wastewater systems use their SCADA 

system data in conjunction with all sources of lab & field data thru Water 

Quality Data Management to review this data, optimize, troubleshoot, and 

plan at their Wastewater systems. 

The goal of these plants is to turn data into knowledge, stay informed, and 

make data driven decisions.

Ask yourself………..What are your Key Performance Indicators?
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SUMMARY
Good Data Management is critical for Water Quality programs from data 
collection to analysis to reporting from both a utility’s reporting and 
business needs.   

Is all of your data in an easy to use format so that it is easily accessible?   

Let’s turn data into knowledge!   

Be informed so you can make data driven decisions!
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Thank You
Pam Moss

Application Development Manager –
Software Solutions
pmoss@hach.com

970-227-1498
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