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How many ransomware attacks 
occur every day?
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7,855 Ransomware Attacks 
Occur Nationwide every day

That’s one every 11 seconds

4
Source: 2022 CISA Chemical Supply Summit





6



TTX DEM Takeaways(June 2022)
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No regulations
No standardized 

cybersecurity 
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Rhode Island Wastewater Tabletop Exercise (June 2022)

• Cybersecurity and Infrastructure Security Agency (CISA)

• Water Information and Sharing Analysis Center (WaterISAC)

• Two Objectives

1. Improve stakeholder knowledge

2. Identify areas of improvement
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Rhode Island Wastewater Tabletop Exercise (June 2022)

• Improving Stakeholder Knowledge

• Who is affected?

• Who/What is the threat(s)?

• What the magnitude of the threat?

• Response to a cyberattack/compromise

• Recovery from a cyberattack
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Rhode Island Wastewater Tabletop Exercise (June 2022)

• Identify Areas for Improvement

• Requesting/Sharing emergency cyber resources

• Internal/external communications

• Best practices for a cyber incident

• Information sharing/coordination with internal and external partners

• Identify triggers, escalation criteria, and notification thresholds
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National Institute of Standards and 
Technology (NIST) Cybersecurity 

Framework



Tabletop Exercise Key Takeaways (June 2022)

• Tabletop Exercise Feedback

• “A list of contacts of all the Rhode Island regulatory and law enforcement contacts to add to 

my “Incident Response Procedures”

• “Send out an email to superintendents if any potential or known cyber threats occur”

• “Encourage facilities to share known threats with [other] facilities”

• “We’ll review our crisis operation plan in hopes of improving it”
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Wastewater Sector Cybersecurity (September 2022)

12



Tabletop Exercise Key Takeaways (June 2022)

Firewall
• Controls network traffic based on pre-defined 

rules

• Like the security checkpoint at airports

Demilitarized Zone
• Protects public-facing services

• Segments the network (trusted, DMZ, 
untrusted)

• Like security guards patrolling airports
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Tabletop Exercise Key Takeaways (June 2022)

Network Segmentation & Training
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Tabletop Exercise Key Takeaways (June 2022)

• Develop and implement an integrated 

data recovery management plan that 

incorporates 3-2-1 backup strategy and 

test backups

• Implement scans of backs to ensure 

data integrity
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3 copies of Any Important File

2 Types of Locations/Media

1 Copy Kept Offline/Off Network



Tabletop Exercise Key Takeaways (June 2022)

• Exercise and update crisis 

communications plan at least annually

• Develop “scripts” for coordinating with 

IT, legal, public affairs, and regulatory 

personnel
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Tabletop Exercise Key Takeaways (June 2022)

2022 Cyber Incident Reporting for Critical Infrastructure Act (CIRCIA)

Report@cisa.gov
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mailto:Report@cisa.gov
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Rhode Island WWTF Cyber Compromise (July 2022)

• WWTF targeted in a cyberattack

• Victim of Ransomware
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Rhode Island WWTF Cyber Compromise (July 2022)

• WWTF targeted in a cyberattack

• Victim of Ransomware

• Backups corrupted

• Did not compromise wastewater treatment
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Rhode Island WWTF Cyber Compromise (July 2022)

• WWTF targeted in a cyberattack

• Victim of Ransomware

• Did not compromise wastewater treatment

• Backups corrupted

• Costs

• Facility paid $250,000 for ransom
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Rhode Island WWTF Cyber Compromise (July 2022)

• WWTF targeted in a cyberattack

• Victim of Ransomware

• Did not compromise wastewater treatment

• Backups corrupted

• Costs

• Facility paid $250,000 for ransom

• More administrative and IT costs

• Hardware costs

• Time spent

• Credit monitoring for current and past employees
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Proposed Changes to Rhode Island Wastewater Regulations

• “Asset”
• “Asset Management”
• “Cyber Compromise”
• ”Cyber Resilience Review”
• “Cybersecurity”
• “National Preparedness Goals”

• Prevention, Protection, Mitigation, Response, and Recovery

• “Resilience”
• “Risk and Resilience Coordinator”

• Aim to meet the National Preparedness Goals
• Administer training and organize resources
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Proposed Changes to Rhode Island Wastewater Regulations

• 4.5 Operation and Maintenance Plan Requirements

• Descriptions of provisions to ensure security and resilience

• Documentation of plans for threat identification, prevention, protection, mitigation, 

response, and recovery.

• Emergency procedures and reporting requirements

• Power outages

• Natural disasters

• Cyber Compromises

• SSOs
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Proposed Changes to Rhode Island Wastewater Regulations

• 4.6 Procedures for the Evaluation of a Plan

• NIST Cybersecurity Framework listed as a guidance document

• 4.10 Records of Operation

• DEM can require documentation of any equipment or electronic system failure or compromise

• Provide other information relating to the operation, maintenance, or compromise of a Wastewater 

Treatment Facility
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          Next Steps

• Meet with all Municipal WWTFs and discuss the potential changes

• Proposed WWTF Regulation Changes review and submittal

• Proposed/Potential Permit Changes

• Collaboration with CISA and RIEMA

• Communication with WWTF about Cyber Grants and CWSRF

• Update Regulatory Expectations and Guidance
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Questions
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