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! Non-profit established by the water sector
! 3,000 members across several hundred utilities and other organizations
! WaterISAC provides members:

! Physical and cyber security threat information
! Resilience and mitigation resources
! Pandemic resources
! Education and training through webinars
! Reports on physical and cyber incidents
! Twice-weekly newsletter

! Free 2-month Trial Membership:  waterisac.org/membership
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Active Threat Environment
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Tactics, Techniques, and Procedures
! Phishing and spear phishing
! Exploitation of unsupported or outdated 

operating systems and software
! Exploitation of control system devices with 

vulnerable firmware versions
! Exploitation of unsecured remote access
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Vulnerabilities

! Insider Threats
! COVID-19 Environment
! Unpatched 

Vulnerabilities
! Supply Chain
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Timeline
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Attack Vectors and Other 
Vulnerabilities!"#$"#%& '%$())*+,-.
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Phishing
! Three Modes
! Attachments
! Links
! Credential  

harvesting
! Common targets
! Customer Service
! Human Resources
! IT Administrators

! Finance
! Legal

! Executives
! Everyone!

FBI IC3 Top 5 Crime Types
Last Five Years 
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Ransomware
! National Council 

of ISACs
! Fall 2020 Report
! Sep 2021 

Statement
! Evolution
! Double extortion
! Automation?
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Reporting

! Online Incident Reporting Form:
! https://www.waterisac.org/report-incident

! Email: analyst@waterisac.org
! Phone: (866)H2O-ISAC
! Q3 2021 Incident Survey: Deadline Nov 5

https://www.waterisac.org/report
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Mitigations
! Recommended Immediate 

Actions
! Do not click on suspicious links.
! If you use remote access, secure 

and monitor it.
! Update your operating system and 

software.
! Use strong passwords (long).
! Use multi-factor authentication.
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Monitoring and Reporting By SCADA 
Operators
! Problems with SCADA system access.
! Unfamiliar data windows or alerts.
! Abnormal operating parameters.
! Unauthorized SCADA system access.
! Unusual access times for a given 

individual.
! Unexplained SCADA system restarts.
! Unchanging parameter values that 

normally fluctuate.

Problems with SCADA system access.

Unauthorized SCADA system access.

Unexplained SCADA system restarts.
!"#$%

WaterISAC, OT Sec LLC, Copyright ©                   NEWWA and NEWEA Information and Asset Management Fair, 2021                                                   12



WaterISAC, OT Sec LLC, Copyright ©                   NEWWA and NEWEA Information and Asset Management Fair, 2021                                                   13

Remote Access
! Require multi-factor 

authentication (MFA).
! Only for users with a verified need.
! Log and audit remote access.
! Manually start and stop access.
! Shut down retired access accounts.
! Configure to provide the least 

access required (read only).

Authenticator App -
Better

SMS Code -
Good

Physical Key -
Best

MFA 
Options
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Network
! Separate the SCADA system 

from the utility’s enterprise IT 
system.

! Map the full network, identify 
assets and remove anything 
no longer needed.
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Planning and Operational
! Have emergency response plans for 

cyber attacks that modify or disable 
SCADA system displays and that 
modify or prevent system control.

! Include fail-over plans for alternate 
control systems and manual 
operations.

! Practice the plan annually with 
tabletop exercises and field exercises.

Manual 
Operations
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Safety System
! Install independent cyber-

physical safety systems to 
prevent physical damage by a 
successful cyber adversary.

WaterISAC project – Looking for a 
utility that we can work with on identifying 
additional cyber-physical safety systems.

Examples

Pressure Switch

!"#$%&
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Valve Operator 
Gears
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Additional Measures
! Foster a culture of cybersecurity 

readiness.
! Update software, firmware and 

OS.
! Regular antivirus/antimalware 

scans.
! User account management.
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Additional Measures, continued
! If possible use SCADA device 

authentication, encrypted 
SCADA protocols and encrypted 
wireless communications.

! Regular data backups and 
testing.

! Application execution controls.
! Train users on phishing and 

social engineering awareness.

Phishing
Awareness
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Cybersecurity Incident Reporting
! MA DEP – 888-304-1133

! WaterISAC – 866-426-4722, for threat sharing
https://www.waterisac.org/report-incident

! FBI Boston – 857-386-2000, ransomware or financial 
incident,  

! Other organizations:
! Commonwealth Fusion Center – 978-451-3700
! MS-ISAC – 866-787-4722
! CISA – 888-282-0870WaterISAC, OT Sec LLC, Copyright ©                   NEWWA and NEWEA Information and Asset Management Fair, 2021                                                   19



WaterISAC, OT Sec LLC, Copyright ©                   NEWWA and NEWEA Information and Asset Management Fair, 2021                                                   20

Resources
! DHS Cyber Hygiene service

! WaterISAC membership

! MA ITS78 State Contract for 
cybersecurity services

! MS-ISAC membership

! InfraGard membership
!"#$%&'%()$*+&,"-.#&/)0"(1$)+&2345,!"#$%&'%()$*+&,"-.#&/)0"(1$)+&2345,
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Resources, continued
! WaterISAC, “15 Cybersecurity Fundamentals for Water 

and Wastewater Utilities”

! AWWA, Cybersecurity Guidance and Assessment Tool

! EPA, Cybersecurity Incident Action Checklist

! DHS CISA, StopRansomware.gov web site

! DHS CISA, Virtual Learning Platform  (Idaho National 
Lab SCADA/ICS classes)
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Questions and Contact Information
!!!"!#$%&'(#)"*&+
,-.//-012-3456

Chuck Egli
Director of Preparedness and 

Response
egli@waterisac.org

Andrew Hildick-Smith
Advisor

hildick-smith@waterisac.org




