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Why Design-Build for 
SCADA Upgrades
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Project Drivers

Technology 
Improvements

Process
Control 

Enhancements

Obsolete 
Equipment
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SCADA Continuum – the “Upgrade”

A “ONE TEAM” APPROACH LENDS ITSELF TO COLLABORATION

Planning for Successful Startup Begins During Design

ENGINEERING DESIGN IMPLEMENTATION OPERATION

Design Configuration Deployment Startup



© Arcadis 2020© Arcadis 2020

Procurement 
Approaches
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Traditional Approach: Design-Bid-Build
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The Turn-Key Procurement Approach
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Consultant / 
Engineer

Systems 
IntegratorOwnerParticipation in Workshops

Operations Insight

Vision for System

Options for Equipment / Software 
Resiliency Considerations

Framework for Design

Programming & Configuration
As-Is Documentation

Implementation 
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Implementation 
Approach
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The Process Under a “Turn-Key” Approach

DESIGN IMPLEMENTATION OPERATION

Staging / Cutover Meetings
Screen DevelopmentStandardized Hardware

Selection of Platform

Strategic Planning

Testing / Training

Enhanced SCADA Experience

Optimized Alarm 
Management

Establish Framework As-Is Testing to Document Systems
Network Resilience

Deployment
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Stakeholder Engagement

ENGAGEMENT EARLY AND OFTEN DRIVES UNDERSTANDING AND PLANNING

Process Control Strategy Definitions / Revisions

Alarm Management and Notifications 

Logic / SCADA Simulations

Operator Training

Cutover Planning / Staging Meetings 

Cutovers

Post-Cutover Operator Training
Plant Operations

Consultant
Project 

Managers

Systems Integrator

Owner
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Case Study: 
Norwalk, CT
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Case Study: Norwalk, CT 
Rated Capacity:
30 MGD through Secondary
95 MGD through Wet Weather

Project Drivers:
• Nearly 20 years old SCADA system
• Single server setup, no redundancy
• DH+ Network of PLCs throughout the Plant
• Antiquated Processors / Panel Indicators / Equipment 
• Computer Operating System is obsolete and no longer 

supported by manufacturer
• IT Network Equipment is obsolete and unsecure

SCADA Workstation
PLC/Control Panel
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Norwalk, CT: Improvements 
• Through site visits and process 

knowledge Process Automation 
Improvement Matrix was developed

•

• Factors affecting scope of work –
Essential upgrades, Order of Priority, 
Reusability of existing infrastructure 
and Cost
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Norwalk, CT: Network Upgrade Highlights 

• Use existing DH+ cable routing in 
manholes and conduit for new Self –
Healing Fiber Ring topology 
implementation

• Identify Staging of Panel Cutovers 
such that old DH+ network and Fiber 
network co-exist for the period of 
startup  

• Design Network infrastructure to 
account for server redundancy, cyber 
security, future scalability and 
accessibility such as remote 
connections
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Norwalk, CT: Panel Upgrade Highlights 

• PLC upgrade based on consideration 
of existing PLC form factor and 
processor conversion capabilities 
help reduce cost to greater extents 

• As-Is Testing for each panel identify 
I/O s that can be removed

• Capabilities to include health 
monitoring of UPS and network 
switches

• Most existing panels have space 
constraints to include expansion 
racks and network components
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Norwalk, CT: SCADA Upgrade Highlights 

• Determine IT Network and SCADA 
Network delineation

• Frequent SCADA workshops
conducted to discuss mock screens, 
control strategy, alarms and all parties 
were involved early in the phase 

• Regular Training to operators for 
transition from old system into 
new system 

• Establish SCADA Asset Maintenance 
& Management Plan
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Alarm Management

• Prior to each panel cut-over: Based on process 
philosophy and equipment conditions, alarms clean-
up, addition of alarms and priorities were designated

• As-Is Testing helps identify equipment failure / 
performance / trips

• Assigning priorities identify severity and course of 
action - Critical alarms, Audible alarms, Operator 
Dial-out alarms

• Focus on hard-coded alarm setpoints that are blind 
to the operators

Working through initial alarm rationalization pre-deployment reduces alarm 
troubleshooting efforts during commissioning.
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Case Study: 
Meriden, CT
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Case Study: Meriden, CT

Facilities Included: 
6 Water Treatment Plants, 13 Remote 
Sites, 1 Wastewater Treatment Facility and 
2 Remote Pump Stations

Project Drivers:
• Old Distributed Process Control System 

with no local customer support available

• Control Net based PLC network

• SCADA servers, Alarm Notification 
software, PLC Hardware, are end of life

• Failing network equipment and 
inadequate security

SCADA Workstation
PLC/Control Panel
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Meriden, CT: Key Improvements

• New PLC and SCADA platform
• Upgraded Fiber Network 

between WTP and WPCF
• Central Historian at WTP and 

WPCF acting as a redundant 
server to one another

• Disaster Recovery solution for 
effective backup and data 
recovery plan

• Cellular connectivity for remote 
stations

• Upgraded Ethernet-based 
Device Level Ring topology for 
PLC Network
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SCADA Simulations

Scenario simulation was the foundation for Functional Demonstration Testing procedures during 
start-up. It forced the team to review Key Operational settings. 

• Witnessed software demonstrations help prior to startup

• All project SCADA servers and PLC CPUs 
brought into workshop

• Live simulator HMI developed and used to simulate all field 
I/O and strategy conditions

• Initial equipment set ups prior to testing (valves, lead/lag, 
OOS) essentially walkthrough of pre-commissioning setup

• Scenario Matrix – Stepped through Pump failures 
scenarios, alternation logic and control in all modes of 
operation

• Platform for control strategy improvements
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Pre-Cutover Staging Meetings
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• Pre-Test Results

• Summary of Work to be Completed

• Staging Matrix

• Work sequence

• Staffing

• Conditions for Cutover Abort

• Roll-Back Plan & Contingency Plans

• Known / Potential Impacts 
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Historical Data Migration
Q: What happens to Historical Data? 
A: NOT LOST!
✓ Data from existing Historian server can be migrated into 

the new Historian server with very minimal or no data 
loss

✓ Back-filled 3 years of data into the new Historian server

✓ Factors to Consider - Number of data points to be 
migrated, time intervals, New Server capacity

✓ Guidelines - Data points essential for Trends , Reports, 
Equipment Runtimes

✓ Best time to clean-up data points and values
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Takeaways
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How You Can Leave Obsolescence Behind!

Develop a Vision 
for the System 

and Project 
Goals

Investigate 
Alternative 

Procurement 
Approaches

Engage 
Stakeholders 
and End Users

Proper planning 
allows seamless 
transitions
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