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Introduction

 Mark of our times- The new normal

* The challenge- As a critical infrastructure, the water sector
bears a significant burden to continue operations, even during
events that require extraordinary acts of resiliency

* The proactive response- Risk management, increased
preparedness, strengthened partnerships and mutual aid, and
many others




We have a plan.




BP contingency plan for dealing with oil
spill was riddled with errors

Document approved by US government listed dead scientist as expert and said
oil was unlikely to ever reach shore

0 Contract workers from BP use skimmers to clean oil from a marsh in Louisiana. BP's plan stated: 'Due to the
distance to shore and the response capabilities that would be implemented, no significant adverse impacts are
expected'. Photograph: Win Mcnamee/Getty Images
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A FAILURE

OF INITIATTVE




From The 9/11 Commission Report:

“The most important failure was one of imagination.”
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Snyder Concedes Flint is
His "Katrina," a Failure of
Leadership

The Atlantic, January 2016



$25

P
s A

Eastman Chemical settlement was

©
(@N\|
<~
(dp)
(q0)
=
)
C
D
-
D
—
D
(dp)
=
C
(qV)
O
-
@
O
«
D
]
=




“We never thought it would happen
here.”

- West Virginia American Water, chemical spill in the Elk River
- Colorado Springs Water Ultility, 2013 record floods

- Ocean City, NJ; Staten Island, NY, etc... 2012 Hurricane Sandy
- Joplin, Ml, 2011 EF-5 Tornado

- Saint Louis, MO, 2011 record floods
- Madison, CT, 2011 Tropical Storm Irene

- West Hartford, CT, 2011 Winter Storm Alfred

- Bridgeport, CT, 2011 Tropical Storm Irene

- Sturbridge, MA, 2011 EF-3 Tornado
- Alamosa, CO, 2008 Salmonella outbreak

CV\)/ of New Orleans, Louisiana, 2005 Hurricane Katrina
arren County. MISSISSI?pI 2005 "Hurricane Rita
ew York Clty, NY, 2001, Terforism Bombing of World Trade Center
ap: , Nuclear Power Plant Flooding al

dia, 2010 STUXNET Computer Worm




complacency -

.....

(D : self-satisfaction especially when
accompanied by unawareness of actual
dangers or deficiencies <When it comes to
safety, complacency can be dangerous.>

(2 : aninstance of usually unaware or
uninformed self-satisfaction

Source: Merriam-Webster website



Fortunately, we have resources...

« AWWA’s G440-11 Standard, Emergency Preparedness Practices

* NFPA Standard 1600, Disaster/Emergency Management and Business
Continuity, 2016

« AWWA’s M19 Emergency Planning for Water Utilities, 2001

* Business Continuity Planning for Water Utilities Guidance Document and
Toolbox, 2013

* AWWA'’s J-100-10 Standard, Risk Analysis and Management for Critical
Asset Protection

* And many more...
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4. Reflect,
continually
improve

3. Train,
test,
experience




Per G440 Standard, does your plan:

Q @ @ ® @ © O

©@

Document an explicit commitment? !

Embody a preparedness culture?

Define roles and expectations? -
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Rely on a risk assessment?
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Include ICS and NIMS?
Include strategies for effective‘communicat

gl P
Have a robust training and exercise programs

|dentify pre-arranged partnerships?



Critical NFPA 1600 Requirements You Must Not
Miss

(D Have an incident management plan/system in place
to direct, control, and coordinate response and
recovery operations

(2 Have a crisis communication plan/system in place to
deal with the media and others before, during, and

after an event

3 Have an advisory committee in place that meets
regularly
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Incident Command System

 Standardized, on-scene, all-hazards incident management
 Enables coordinated response
* Establishes common processes for planning and managing resources

* Integrates all resources within a common organizational structure

[ Incident Commander ]

_[ Deputy Incident Commander ]
—[ Public Information Officer ] Command

—[ Safety Officer ] Staff
—-[ Liaison Officer ]

General Staff

| | | |
[ Operations ] [ Planning ] [ Logistics ] [ Finance / Administration ]
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Strike Team : Same type of resources with
common communications.

—[ Individual Resources ]i
1
1
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'Geography : {Function



When is ICS Used?

 Natural hazards
 Technological hazards
e Human-caused hazards
 Planned events

WARN

WATER /WASTEWATER AGENCY RESPONSE NETWORK

Provnce ‘




AWWA's M19

MANUAL OF WATER SUPPLY PRACTICES




A Business Continuity Plan/Program (BCP)

(D Business Impact Analysis

(@ A plan or collection of plans to continue business
during interruptions and disruptions and recover [T,

Communications, Facility, Materials and Supplies, and
Staff




BCP Guidance and Template for Small Water
and WW Utilities (2013)

N Water '
Research ¢
Foundation® ‘

v

Actions ~

Type Name Modified Modified By

L WaterRF - BCP 6/18/2013 8:05AM  Mary Smith
Guidance
Document

WaterRF - BCP 6/18/2013 8:05AM  Mary Smith
Template

Actions

Type Edit URL Notes
A WaterRF - BCP Training Video



Concept of Preparedness Program Diagrammed by

1ISO 22399 2007-12-01

Societal security- Guidelines for incident preparedness and operational

continuity management

Recovery

Continuity

Operational level 4

Preparednes
prevention

Emergency response>
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Key
1 after introduction implementation of IPOCM
2 before introduction implementation of IPOCM
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J-100: 7-Step RAMCAP Process

/ What assets do | have and which are critical?

1*| 1) Asset Characterization

: - / What threats and hazards should | consider?

I=| 2) Threat Characterization

1 I What happens to my assets if a threat or hazard

| - A happens? How much money lost, how many lives lost,

1| 3) Consequence Analysis how many injuries?

' E

| 0 : What are my vulnerabilities that would allow a threat or

-> —

: 4) Vulnerability /:nalySIS hazard to cause these consequences?

1 :

|" 5) Threat Analysis N What is the likelihood that a terrorist, natural hazard, or

1 4 dependency/proximity hazard will strike my facility?

I | 6) Risk/Resilience Analysis

I ) ys N What is my risk and resilience?

I + Risk = Consequences x Vulnerability x Threat Likelihood

L 4 7) Risk/Resilience Management & Eﬁcsallliﬁ:oog = Service Outage x Vulnerability x Threat
What options do | have to reduce risks and increase
resilience? How much will each benefit in reduced risks
and increased resilience? How much will it cost? What is
the benefit-cost ratio of my options?




Plan-Do-Check-Act Cycle Applied to Emergency
Preparedness and Business Continuity

-

e oRisk Assessment/Mitigation
eeBusiness Impact Analysis
eeRegulatory Requirements
ee|ncident Management Strategy
¢ EQCs, Media Briefings

~

seRoles/Responsibilities
eeResource Management
(e.g., 3-ways, 3-deep)
eeAsset Management
ee(Crisis Communications

e eResilience Strategy/Return or eeMutual Aid
Investment eeTraining
eePerformance Objectives eeProcedures
Q‘PO“CieS Implement /

(Do)

Act/Improve

4 4 N\
eeReview/update based on ,\Q eeExercise Evaluations
exercise and real event \5\1 eeReal Event
evaluations C Investigations
eeRoutine Updates eeNear Miss Reviews
eeConsistency Across Plans eeAudits
and Programs eelnspections/Tests/Preve
\.**Continuous Improvement \_ ntative Maintenance
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