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Benefits of Wireless LANs 

l  Much lower short and long term costs than 
wired networks 

l  ROI practically immediate 
l  Flexibility in design and deployment 
l  Efficiency 
l  No recurring costs 
l  Infinitely scalable 
l  Secure 



Security of WLANs 

l  Robust Security Networks (RSNs) by standard 
l  Based upon FIPS-197: Advanced Encryption 

Standard (AES) 
l  Up to 256 bit deep encryption 
l  Enterprise WLAN uses 802.1X mutual authentication 

algorithms (EAP) 
l  Redundant paths (mesh), integrated firewalls and 

Wireless Intrusion Protection Systems (WIPS) are 
available. 



Open Standard WLANs 

l  Based on open IEEE Wireless Standards (802.11) 
l  Lower cost to implement and operate than hard 

wiring – maintenance and upgrade negligible 
l  No recurring costs as in proprietary systems 
l  Vendor Neutral - extensive cross platform 

communication due to standardization 
l  All data types compatible -  WLAN is simply 

another type of communication medium 
l  You own the unlicensed RF spectrum and 

equipment - no additional costs 
l  Latest standard supports aggregate 1.7 GBPS 



Ancillary Benefits of WLANs 

l  Voice and video delivery within coverage 
l  RFID tagging and asset tracking 
l  Integration into CMMS  
l  Facilitation of “Mobile Worker” platforms 
l  Reduction in lost time activity 
l  Ability to access O&M/Vendor data at site 
l  Complete control of RF propagation within fence line 
l  Easily integrates with Existing Plant LAN 



Proof of Concept at SWPCA 

l  Testing of a WLAN was done at the Stamford 
Water Pollution Control Authority Plant in 
Stamford, CT. in 2014 

l  Part of a comprehensive SCADA upgrade 
l  Primary OCS was used as test bed 
l  Test was a success and proved the viability 

of using a WLAN for process monitoring.  
l  WLAN will be incorporated into SCADA 



SWPCA Plant 



SWPCA Network Concept 



Site Survey 



Instrument Network 

l  Uses the WiHART protocol 
l  WiHART  conforms to IEEE 802.15.4 – also the 

basis for Bluetooth 
l  HART instruments are widely available 
l  Low duty cycle requires lower power requirements 
l  THUM Transceivers convert any HART instrument to 

wireless 
l  Requires data translation from 802.15.4 to 802.11 



Final System 



Translational Bridge 



Wireless Devices Used in POC 



Cost Comparison 



SWPCA POC Results 

l  Results of the POC were very favorable 
l  Staff was enthusiastic and used the system regularly 
l  Staff has asked that mobile worker be included in 

SCADA upgrade 
l  SWPCA expects to realize extraordinary costs 

savings from use of WLAN 
l  SWPCA test was a short term, limited POC designed 

to disprove WLAN viability. 



Proposed Final System 



Wires vs. Wireless 



Questions?  

l  For Further Information: 
–  Control Engineering Magazine:  

l  February 2015 Cover Story : Integrating Wireless With 
Wastewater – in 2 Days 

l  Wireless Tutorial Blog: Industrial Wireless Networking  
–  Emerson Proven Results:  

l  Waste Treatment Facility realizes ROI and improves odor 
control with Emerson Wireless Networks 

l  Monroe County Waste Treatment Facility Improves Safety with 
Wireless Monitoring of Safety Showers 
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